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PRACTICAL & TACTICAL 
TIPS  

CYBER SECURITY 



OUR DIGITAL WORLD 

BY 2017… BY 2020… 



Concentric specializes 
in physical and cyber security

for private individuals, their families, and businesses.  

Concentric believes 
all security should emphasize constant innovation 

which is essential for staying ahead of evolving threats.  

Concentric’s approach 
is realistic and practical, balancing all security recommendations

with the individual’s lifestyle and preferences. 



HISTORY & CONTEXT 



ORIGINS OF CYBER THREAT 



HACKTIVISM 



CYBERCRIME MARKET 



WHO DEFENDS YOU? 

Individuals must take 
responsibility for their own 

digital security 



THE THREAT 
LANDSCAPE 



CYBERCRIME MARKET 



RESCATOR 
“The Amazon.com of Stolen Credit Cards” 

See	this	ar*cle	for	more	detail:	h2p://passcode.csmonitor.com/iden*ty-trade	



THEFT THROUGH A THIRD PARTY 



COMMON VULNERABILITIES 



SIMPLE vs. SOPHISTICATED 



VULNERABILITY #1:   
HUMAN ERROR 



HOW TO SPOT “PHISH” 

ü Check the sender’s email address:  Is every character 
accurate?

ü Hover over hyperlinks (don’t click!!) to see the associated 
web address:  Does it look legitimate? 

ü  Look for misspellings, grammar, logos that seem “off”
ü  Phishing emails often have a sense of urgency in the 

language (“click...or else!”). If it seems suspicious, do not 
click on links/attachments or reply to the email.  Contact the 
sender independently via email/phone that you know to be 
legitimate.

ü Were you expecting the email?  Or was it out of the blue?



Source:		h*p://securityintelligence.com/dyre-wolf/#.VUKIzCjrYda	



VULNERABILITY #2:   
WI-FI 

YOU 

MITM 

SERVER 

BROKEN 

At Home  +  When Traveling or Remote 



THE INTERNET OF THINGS 
Understand the new perimeter (and build defenses) 



VULNERABILITY #3:  
THIRD PARTIES WITH YOUR 

DATA 

Target breach started with a phishing attack 
on an employee of Target’s HVAC vendor 

Are your trusted 
advisors your weak link? 



PROTECTING YOURSELF 



PROTECTING YOURSELF 
Take Responsibility 



SOCIAL MEDIA & PRIVACY 
The info you post can be used against you.  

 

ü Make accounts private; Limit the                                    
access that people have to your info.

ü  Do not use geo-tagging. 
ü  Do not advertise when you will be gone on vacation or other 

time-place identifying information. 
ü  Don’t add people that you don’t know.  Deny those friend 

requests.
ü  Talk to your kids about good social media habits.



PASSWORDS 
If it’s your only lock, it better be 

strong. 
 

ü  Long (8 or more characters), 
ü  Strong (Letters, Numbers, Symbols - !@#$%&?>:) 
ü Unique (never reuse, change regularly)
X  Never use personal data – DOB, SSN
ü Check your accounts to ensure that the answers to 

password reset questions are not based on basic 
information about you or your family

ü  If passwords are hard to remember, use a password 
manager (with two-factor authentication)



 MULTIFACTOR 
AUTHENTICATION 
        Enable everywhere possible!                             

One Factor = “something you know”  
(EX: Your user account and password are 
considered one factor in the authentication process.)

Second Factor = “something you have” (your smartphone)
                         or “something you are” (your fingerprint)

ü  Greatly increases security because a hacker would need to gain access 
to additional authentication requirements in order to hack your account.

ü  Most bank accounts and online accounts (social media + email) have 
options to turn on multifactor authentication.  

      (EX: Sends you a text message with a one-time code as a login requirement in   
      addition to your user name and password.)  



Wi-Fi & ROUTERS 
Security is not the default setting. 

ü   Change default router settings (user/pswd)
X  Disable UPnP
ü   Enable WPA2 wi-fi encryption (long, strong, unique password)
ü   Use a Mi-Fi or tethering, instead of untrusted or public networks 

§  Mi-Fis are small devices (offered by most cellular carriers); Creates 
personal mobile internet connection with a unique password. Use 
WPA2, preferred form of wireless encryption.

§  Mobile Tethering is a feature available on most smartphones via 
cellular carrier; Allows your device to connect to internet via phone’s 
connection. 

 





 
 

Website/Portal/User Interface: 

•  Is the login username/password encrypted during transmission? (e.g. Https/SSL)
•  Does the portal use multifactor authentication for login?
•  Does the website have a digital certificate, verified by a third-party authority?

Backend Systems:  

•  Is the data on the Third Party’s system encrypted 1.) in transit, 2.) at rest, 3.) in use?
–  If so, who has the decryption key?  

•  What is the company’s policy on selling or sharing data?  
–  Is there an option for you (the customer) to opt out?

•  What is the company’s policy on data retention?  

Protocol:  

•  Which people (on the Third-Party company’s side) have access to the data? 
•  What credentials or access controls are in place to limit when these people can access 

your data and how?
•  Is there an automatic/system-generated log each time your data is accessed? 

BEFORE YOU SHARE....   
Some Questions to Ask Third Parties With Your Data 



THANK YOU 


